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Company: Groupe SII

Location: Bialystok

Category: computer-and-mathematical

As a DevSecOps Engineer, you will join a team of specialists, ensuring the security of one

of the biggest e-commerce platforms in the world. The scope of this project involves

detecting and analysing vulnerabilities, critical faults and recommending automation,

improvements and mitigating risks to the application ecosystem. You will also get actively

involved in the development of tools for vulnerability detection.

Your role

Leveraging your Java proficiency to develop tools for internal detection of security findings and

creating custom rules for enhanced threat detection

Conducting in-depth vulnerability analysis, including proof-of-concept (PoC) exploitation, and

providing actionable insights to fortify our systems

Collaborating with cross-functional teams to communicate findings and strategize on

mitigation tactics

Working on challenging scenarios where fixing vulnerabilities might not be feasible,

contributing to alternative solutions and risk mitigation strategies

Your skills

Proficiency in Java programming

Extensive experience in vulnerability analysis within complex systems

Proven ability to create tooling to detect findings internally and develop custom rules for threat
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detection

Demonstrated experience in conducting PoC exploitation and providing detailed vulnerability

reports

Strong problem-solving skills and the ability to navigate complex security challenges

Excellent communication skills to collaborate effectively with diverse teams
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