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Safety Architect

Apply Now

Company: Mindpal

Location: Rzeszow

Category: computer-and-mathematical

We are looking for Safety Architect

Responsibilities:

Integrating security throughout the entire software development lifecycle, starting from

concept and definition, through design and implementation, to deployment and ongoing

operations

Working with engineering stakeholders to formulate and implement software security

strategies tailored to specific application threats

Supporting engineers in delivering software and assessing application security.

Participating in secure design and code reviews

Assisting in the development and review of testing plans

Assisting teams in mitigating findings, including impact assessment, possible solutions,

and efficacy of remediation

Providing expertise and advice on cloud application security design patterns and

infrastructure

Deploying and integrating security testing tools and processes, including Static and

Dynamic Analysis (SAST/DAST), Vulnerability Information Sources
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Training and thought leadership in secure software development practices

Requirements:

Minimum of 6 years of experience in cybersecurity, software engineering, computer

science with a focus on security, or a related field

Higher education in cybersecurity, software engineering, computer science, or a related

field

Excellent knowledge of programming languages: C/C++, Java, Javascript or Python

Good knowledge of application architecture patterns such as MVC, Microservices,

Service-oriented Architecture, Serverless, Event-driven Architecture

Good knowledge of networking, firewalls, and network security principles

Good knowledge of AWS, GCP, and delivery patterns (PaaS, IaaS, etc.)

Experience working in Agile methodology in test-driven development, backlog

management, and user stories

Understanding and experience in privacy concepts, including privacy by design, GDPR, PIA,

and personal data security and handling standards such as CIS Benchmarks and

DISA STIGs

Ability to work independently

IT security certifications such as CISSP, CISM, CEH are an advantage

Fluent English in speech and writing

Excellent presentation skills

We offer:

B2B contract type

Full-time employment



Remote and flexible working hours

Apply Now
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